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29 Januari 2026 
 

Advaes namba 116: Vulnerabiliti long saed blong Information Disclosure 

blong Microsoft Windows  

Deit we hemi rilis: 13 Januari 2026 

Impak:   HAE / KRITIKOL 

TLP:     KLIA 

Dipatmen blong Komunikesen mo Dijitol Transfomesen (DKDT) tru long CERT Vanuatu (CERTVU), 

i givimaot advaeseri ia. 

Woning ia hem i blong olgeta Oganaesesen mo Sistem/Netwok Administreta we oli yusum prodak 

ia. Woning ia oli mekem blong olgeta teknikol yusa mo sistem administreta oli andastanem. 

Wanem ia? 

CVE-2026-20805 hem i wan sekiuriti vulnerabiliti insaed long Desktop Window Manager (DWM) 

blong Microsoft Windows we wan ataka wetem lokol akses i save talemaot sensitiv infomesen 

(memori data) we oli sud protektem. Hemia oli klasifaem olsem wan wiknes long saed blong 

talemaot infomesen, mo oli konfem blong eksploitem in the wild bifo oli givimaot wan paj. 

Hemia i afektem wanem Sistem? 

Vulnerabilit ia i impaktem plante vesen blong Microsoft Windows we i stap ranem Desktop Window 

Manager, inkludum wan bigfala renj blong Windows 10, Windows 11, mo Windows Server edisen 

bifo long ol sekiuriti apdeit blong Januari/Februari 2026. 

Hemia i minim wanem? 
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Blong eksploitem wiknes o vulnerabiliti ia: 

• Ataka i mas gat lokol akses we oli verifaem (olsem eksampol, wan akaon long masin). 

• Oli save abiusum wei we DWM i handelem memori blong likimaot ol memori adres mo ol 

narafala sensitiv data. 

• Infomesen ia i save help blong go raon long ol proteksen olsem Address Space Layout 

Randomization (ASLR), blong mekem i moa isi blong jenem moa vulnerabiliti blong privilej 

eskelesen o moa kompromaes.  

 Proses blong Katem Daon Risk 

CERTVU i rikomendem se: 

1. Aplaem ol sekiuriti apdeit blong Microsoft stat long Januari/Februari 2026 Paj Tiusdei 

(instolem ol stret kumuletiv apdeit blong ol Windows vesen blong yufala).  

2. Aplaem ol paj kwiktaem  

3. Monitarem ol samting we yufala i luk se i no nomol, olsem wan abnormal DWM o lokol 

privilej eskelesen aktiviti. 

4. Folem ol gudfala jenerol praktis olsem ol least-privilege accounts mo up-to-date endpoint 

defences blong limitim laterol yus blong ol infomesen we oli likimaot. 

 

Refrens 

 .  

1. https://www.cisa.gov/known-exploited-vulnerabilities-catalog 

2. https://www.cve.org/CVERecord?id=CVE-2026-20805 
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