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13 Januari 2026 
 

Advaes namba 116: Vulnerabiliti long saed blong Use-After-Free WebKit blong 

Plante Apple Prodak 

Deit we hemi rilis: 15 Disemba 2025 

Impak:   HAE / KRITIKOL 

TLP:     KLIA 

Dipatmen blong Komunikesen mo Dijitol Transfomesen (DKDT) tru long CERT Vanuatu (CERTVU), 

i givimaot advaeseri ia. 

Woning ia hem i blong olgeta Oganaesesen mo Sistem/Netwok Administreta we oli yusum prodak 

ia. Woning ia oli mekem blong olgeta teknikol yusa mo sistem administreta oli andastanem. 

Wanem ia? 

CVE-2025-43529 hem i wan use-after-free vulnerabiliti insaed long WebKit, braosa enjin we Safari 

i yusum mo evri WebKit-bes braosa long ol Apple platfom. Wan use-after-free i hapen taem sofwea i 

kontiniu long refrens memori we i fri finis, we bae save lid i go long memori korapsen mo remote 

code execution (RCE) taem hem i stap prosesem kontent we oli krietem. Wiknes o vulnerabiliti ia oli 

eksploitem long wan aktiv wei in the wild. 

Hemia i afektem wanem Sistem? 

Wiknes o vulnerabiliti ia i afektem ol Apple divaes mo OS komponen we oli yusum WebKit, 

inkludum: 

• iOS mo iPadOS (pre-26.2/18.7.3) 

• macOS Tahoe (pre-26.2) 

• tvOS, watchOS, visionOS (pre-26.2) 
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• Safari braosa long olgeta platfom ia.  

Wanem we i hapen stret, hemia i minim se plante iPhones, iPads, Macs, Apple TVs, Apple Watches, 

mo Vision Pro divaes we oli stap ranem olfala OS vesen oli wik o vulnerebol. 

Hemia i minim wanem? 

Olsem wanem ol ataka oli eksploitem vulnerabiliti ia (atak vekta) 

Wan ataka i krietem rabis HTML/CSS/JavaScript we i kosem use-after-free insaed WebKit taem 

braosa blong viktim i soem pej. Hemia i koraptem memori long wan wei we oli save kontrolem, mo i 

mekem se ataka i save eksekutum arbitrary code long konteks blong braosa proses.  

• Impak: Sipos hem i eksploitem gud, hemia bae save lid i go long: 

• Remote Code Execution (RCE) — ataka i ranem kod long divaes olsem yusa blong braosa 

• Privilege misuse sipos hem i kombaen wetem ol narafala wiknes 

• Moa kompromaes blong divaes tru long ol eksploit we oli folem  

 

Proses blong Katem Daon Risk 

CERTVU i rikomendem se: 

Aplaem paj kwiktaem: instolem ol sekiuriti apdeit we Apple i rilisim (ol sekiuti apdeit ia oli adresem 

CVE-2025-43529): 

• iOS & iPadOS: 18.7.3, 26.2 o vesen we i kam afta 

• macOS Tahoe: 26.2 o vesen we i kam afta 

• tvOS, watchOS, visionOS: 26.2 o vesen we i kam afta 

• Safari: 26.2 o vesen we i kam afta 

 

Refrens 

1. https://threatprotect.qualys.com/2025/12/16/apple-warns-of-zero-day-vulnerability-exploited-

in-attack-cve-2025-43529/ 

2. https://support.apple.com/en-us/125886 

3. https://support.apple.com/en-us/125885 
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