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13 Januari 2026 
 

Advaes namba 115: Vulnerabiliti blong Fortinet_CVE-2025-59718 -CVE-2025-

59719 

Deit we hemi rilis: 9 Disemba 2025 

Impak:   HAE / KRITIKOL 

TLP:     KLIA 

Dipatmen blong Komunikesen mo Dijitol Transfomesen (DKDT) tru long CERT Vanuatu (CERTVU), 

i givimaot advaeseri ia. 

Woning ia hem i blong olgeta Oganaesesen mo Sistem/Netwok Administreta we oli yusum prodak 

ia. Woning ia oli mekem blong olgeta teknikol yusa mo sistem administreta oli andastanem. 

Wanem ia? 

• CVE-2025-59718: Vulnerabiliti ia i involvem impropa verifikesen blong ol cryptographic 

signatures insaed long ol vesen blong Fortinet FortiOS, FortiProxy, mo FortiSwitchManager, 

we bae save alaowem wan ataka we oli no otoraesem blong go raon long FortiCloud SSO 

login verifikesen tru long wan SAML respons mesej we oli krietem. 

• CVE-2025-59719: Vulnerabiliti ia i involvem impropa verifikesen blong ol cryptographic 

signatures insaed long Fortinet FortiWeb, we bae save alaowem wan ataka we oli no 

otoraesem blong go raon long FortiCloud SSO login verifikesen tru long wan SAML respons 

mesej we oli krietem. 
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Hemia i afektem wanem Sistem? 

Ol vesen we hem i afektem: 

FortiOS: 7.0.0–7.0.17, 7.2.0–7.2.11, 7.4.0–7.4.8, 7.6.0–7.6.3 

FortiProxy: 7.0.0–7.0.21, 7.2.0–7.2.14, 7.4.0–7.4.10, 7.6.0–7.6.3 

FortiSwitchManager: 7.0.0–7.0.5, 7.2.0–7.2.6 

FortiWeb: 7.4.0–7.4.9, 7.6.0–7.6.4, 8.0.0 

 

Hemia i minim wanem? 

Olsem wanem ol ataka oli eksploitem vulnerabiliti ia (atak vekta) 

• Ful administretiv kompromaes blong ol Fortinet divaes 

• Ol konfiguresen jenj, kriesen blong ol niu admin akaon, o disebolem ol sekiuriti kontrol 

• Saedsaed muvmen i go moa dip insaed long koporet netwok 

Proses blong Katem Daon Risk  

CERTVU i rikomendem se: 

• Aplaem ol niufala paj blong Fortinet kwiktaem blong evri prodak we oli afekted. 

• Disebolem FortiCloud SSO login long ol divaes kasem taem oli pajem. 

• Oditim ol divaes from ol saen blongakses we oli no otoraesem, ol niu akaon, o ol 

konfiguresen jenj we oli no ekspektem. 

• Limitim manejmen intafes eksposa long IP we oli trastem o VPN akses nomo. 

• Jekem Sekiuriti Advaes blong Fortinet Prodak blong moa diteil apdeit mo ol infomesen long 

proses blong katem daon risk. 

Refrens 

 

1. https://www.cyber.gov.au/about-us/view-all-content/alerts-and-advisories/critical-

vulnerabilities-in-multiple-fortinet-products-forticloud-sso-login-authentication-bypass 

2. https://fortiguard.fortinet.com/psirt/FG-IR-25-647 

3. https://arcticwolf.com/resources/blog/cve-2025-59718-and-cve-2025-59719/ 

4. https://thehackernews.com/2025/12/fortinet-ivanti-and-sap-issue-urgent.html 
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