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4 Disemba 2025 
 

Advaes namba 109: Vulnerabiliti long saed blong Fortinet FortiWeb Path Traversal  

 

Deit we hemi rilis: 14 Novemba 2025 

Impak:   HAE / KRITIKOL 

TLP:     KLIA 

Dipatmen blong Komunikesen mo Dijitol Transfomesen (DKDT) tru long CERT Vanuatu (CERTVU), 

i givimaot advaeseri ia. 

Woning ia hem i blong olgeta Oganaesesen mo Sistem/Netwok Administreta we oli yusum prodak 

ia. Woning ia oli mekem blong olgeta teknikol yusa mo sistem administreta oli andastanem. 

Wanem ia? 

CVE-2025-64446 – hem i wan relativ path traversal + wok araon we oli no otoraesem 

Hemia i afektem wanem Sistem? 

Prodak: Fortinet FortiWeb (web application firewall) 

Hem i afektem: 

• FortiWeb 8.0.0 – 8.0.1 

• FortiWeb 7.6.0 – 7.6.4 

• FortiWeb 7.4.0 – 7.4.9 

• FortiWeb 7.2.0 – 7.2.11 

• FortiWeb 7.0.0 – 7.0.11 
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Hemia i minim wanem? 

Olsem wanem ol ataka oli eksploitem vulnerabiliti ia (atak vekta) 

Hem i alaowem wan rimot ataka we oli no otoraesem blong eksekutum ol administretiv komand long 

FortiWeb, inkludum fasin blong krietem ol niu admin akaon, mo givim ful kontrol ova long aplaens. 

Proses blong Katem Daon Risk 

CERTVU i rikomendem se: 

1. Mekem ol pajing kwiktaem  

2. Apgreidem FortiWeb i go long wan fiks vesen: eksampol, 8.0.2 o i moa hae blong 8.x, mo 

semak wan long ol 7.x brans. 

Refrens 

 

1. https://www.cisa.gov/known-exploited-vulnerabilities-catalog 

2. https://www.cve.org/CVERecord?id=CVE-2025-64446 
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