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8 Septemba 2025 
 

Advaes namba 96: Vulnerabiliti blong Google 

 

Deit we hemi rilis: 30 Ogis 2025 

Impak:   HAE / KRITIKOL 

TLP:     KLIA 

CERT Vanuatu (CERTVU) mo Dipatmen blong Komunikesen mo Dijitol Transfomesen (DKDT) i 

givimaot advaeseri ia. 

Woning ia hemi blong olgeta Oganaesesen mo olgeta man we oli yusum olgeta prodak antap ia. 

Woning ia i kam espeseli blong olgeta teknikol yusa mo sistem administreta. 

Wanem ia? 

CERTVU i wantem letem yufala i save long infomesen daon ia:                                                                                                                                                                                                              

Long manis Jun 2025, ol risk akta blong wan kampani we oli save long hem olsem UNC6040 (hem i 

wok tu olsem ShinyHunters) i ajivim wan saksesful infiltresen blong wan long ol koporet Saleforce 

sistem blong Google. Sistem ia i gat ol bisnis kontak diteil mo not blong sel blong ol smol mo medium-

saes bisnis. Nomata we oli no givimaot ol paswod blong Gmail o Google Drive, o ol faenansol 

infomesen, atak ia i leftemap vulnerabiliti long ol fising kampani we oli tagetem tru long yus blong ol 

kontak data we oli kasem. 

Hemia i afektem wanem Sistem? 

• Atak ia i no eksten long olgeta konsiuma seves, we i minim se Gmail mo ol narafala end-yusa 

prodak oli atakem olgeta daerek. 
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• Be, data we i kam long Salesforce atak naoia bae oli yusum olsem wepen blong fising tru 

long imel blong atakem olgeta yusa blong Gmail. 

Hemia i minim wanem? 

• Olgeta ataka oli mekem ol kampen we i pulum intres blong man, akt olsem ol Google staf o 

IT sapot blong trikim olgeta yusa blong oli risetem paswod blong olgeta mo talemaot ol 2FA 

kod blong olgeta. 

• Olgeta Vishing kol we oli kam long ol ril fon namba mo eria kod – hemia i lid long ol akaon 

tekova 

• I gat bigfala wari se ShinyHunters bae save eskeletem ol taktik tru long fasin blong lonjem 

wan data lik saet o involv long ol blakmel aktiviti blong olgeta tru long ol kontak data we oli 

stilim. 

Proses blong Katem Daon Risk 

CERT Vanuatu i stap advaesem evri yusa blong Google/Gmail blong lukaotem gud ol Gmail akaon 

blong olgeta agensem ol risk we i stap kam antap mo hemi wan strong rekomendesen blong tekem ol 

mesa ia: 

• Jenjem paswod blong Gmail blong yu kwiktaem. 

• Yu mas gat 2 wei blong verifaem mo konfem login blong yu (2FA) 

• Wajem mo lukaot long olgeta fising atempt 

 

 

 

Refrens 

 

1. https://cybersecuritynews.com/gmail-users-password-

reset/?fbclid=IwY2xjawMhxyNleHRuA2FlbQIxMABicmlkETFvV1ZRYmNpNk1ZNnFCS

mk3AR50Cx4of2J_jWdg25cGrq0xI-D1mtFTfYyKvEL5zmxKTl324iqCnC81yw4-

iQ_aem_WtQYJ2E3zRWd8rrMiCZr9Q 

2. https://news.trendmicro.com/2025/08/26/google-data-breach-gmail/ 
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