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Advaes namba 95: Plante vulnerabiliti we oli stap impaktem olgeta Prodak blong
NetScaler ADC (formerly Citrix ADC) mo NetScaler Gateway (formerly Citrix

Gateway).

Deit we hemi rilis: 26 Ogis 2025
Impak: HAE / KRITIKOL
TLP: KLIA

CERT Vanuatu (CERTVU) mo Dipatmen blong Komunikesen mo Dijitol Transfomesen (DKDT) 1

givimaot advaeseri ia.

Woning ia hemi blong olgeta Oganaesesen mo olgeta man we oli yusum olgeta prodak antap ia.
Woning ia 1 kam espeseli blong olgeta teknikol yusa mo sistem administreta.

Wanem ia?

CERTVU i1 wantem letem yufala i save long olgeta vulnerabiliti ia we oli stap imptaktem olgeta
prodak blong NetScaler ADC (we bifo oli singaotem Citrix ADC) mo NetScaler Gateway (we bifo

oli singaotem Citrix Gateway):

e (CVE-2025-7775 (Critical) hem i involvem wan wiknes long saed blong wan a memori
ovaflo we 1 lid 1 go long Remote Code Execution mo/o Denial of Service.
e CVE-2025-7776 (High) hem i1 involvem wan wiknes long saed blong wan a memori ovaflo

we 1 lid 1 go long wan rong bihevia mo Denial of Service.

e CVE-2025-8424 (High) hem i involvem akses kontrol we i no stret long NetScaler

Management Interface.
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Hemia i afektem wanem Sistem?

Hemia olgeta vesen blong NetScaler ADC mo NetScaler Gateway we hem 1 afektem:

NetScaler ADC mo NetScaler Gateway 14.1 BIFO 14.1-47.48

NetScaler ADC mo NetScaler Gateway 13.1 BIFO 13.1-59.22

NetScaler ADC 13.1-FIPS mo NDcPP BIFO 13.1-37.24-FIPS mo NDcPP
NetScaler ADC 12.1-FIPS mo NDcPP BIFO 12.1-55.330-FIPS mo NDcPP

Citrix 1 ripotem sam aktiv eksploitesen blong olgeta wiknes o vulnerabiliti ia.

Hemia i minim wanem?

CVE-2025-7775 (Kritikol) — Ol ataka bae oli save eksploitem wan pre-auth memori ovaflo
blong ranem arbitrary code long NetScaler o krashem, mo givim rimot akses o mekem wan
DoS (Denial of Service)

CVE-2025-7776 (Hae) — Ol ataka bae oli save abiusum wan memori ovaflo long olgeta
PColP Gateway setap blong mekem seves i krash o jenj bihevia, mo distebem rimot dekstop
akses.

CVE-2025-8424 (Hae) — Ol ataka wetem akses long ol manejmen intafes oli save go raon
long ol akses kontrol mo stilim ol konfiguresen, eskeletem ol privilej, o abiusum ol admin
risos.

Proses blong Katem Daon Risk

CERT Vanuatu i stap advaesem evri Sistem/Netwok Administreta/IT Staf long ol oganaesesen blong
riviu ol netwok blong olgeta blong yus blong ol vulnerebol instans blong ol NetScaler Prodak.

Jekem Citrix Security Bulletin blong kasem ol advaes long hao blong faenemaot mo apdeitem olgeta
vulnerabiliti instans blong olgeta prodak ia.

Moa diteil 1 stap long link ia: Citrix security update announced for NetScaler Gateway and

NetScaler
Refrens
1. https://www.cve.org/CVERecord?id=CVE-2025-7775
2. https://www.cisa.gov/known-exploited-vulnerabilities-catalog
3. https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX694938
4. https://www.netscaler.com/blog/news/critical-security-update-announced-for-netscaler-

gateway-and-netscaler/
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