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Advaes namba 94: Trend Micro Apex One (CVE-2025-54948)

Deit we hemi rilis: 18 Ogis 2025
Impak: HAE / KRITIKOL
TLP: KLIA

CERT Vanuatu (CERTVU) mo Dipatmen blong Komunikesen mo Dijitol Transfomesen (DKDT) i
givimaot advaeseri ia.

Woning ia hemi blong olgeta Oganaesesen mo olgeta man we oli yusum olgeta prodak antap ia.
Woning ia i kam espeseli blong olgeta teknikol yusa mo sistem administreta.

Wanem ia?

CVE-2025-54948 hem i wan critical remote code execution (RCE) vulnerabiliti insaed long on-
premise Trend Micro Apex One Management Console, we 1 alaowem olgeta pre-authenticated
rimot ataka blong apdeitem rabis kod mo eksekutum ol sistem koman. Hem i1 kamaot long wan OS
Komand injeksen (CW-78_ flaw folem input validesen we 1 no enaf long bak-end blong konsol).

Hemia i afektem wanem Sistem?
Hemia olgeta vesen we hemi afektem:

® Trend Micro Apex One (on-premise) Management Console — espeseli Vesen 2019 (14.0),
inkludum Manejmen Seva Vesen 14039 mo vesen we i kamaot bifo long hemia.

® Festaem, oli afektem Trend Micro Apex One olsem wan seves (Cloud/SaaS) mo Trend Vision
One Endpoint Security (Standard Endpoint Protection) be afta oli solvem finis mo i no nidim
eniting long kastoma.
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Hemia i minim wanem?

Vulnerabiliti ia bae save alaowem wan rimot ataka blong aplodem wan rabis kod mo eksekutum ol
komand long ol instolesen we oli afekted.

Proses blong Katem Daon Risk

Oli rilisim Critical Patch (SP1 CP B14081) — hemia hem i pemanen solusen mo i putumbak
functionality blong Remote Install Agent.

Kontrolem akses long Apex One Console — espeseli sipos oli eksposem IP blong hem aotsaed.
Yusum netwok-level restriksen o ol facawol rul blong kontrolem ol intafes we oli kasem console.

Klik long link ia blong moa infomesen long Proses blong Katem daon risk mo solusen

Refrens

1. https://www.cve.org/CVERecord?id=CVE-2025-54948
2. https://success.trendmicro.com/en-US/solution/KA-0020652
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