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Advisory 274: Windows Update Stack Improper Link Resolution Local Privilege
Escalation - Actively Exploited (CVE-2026-81963).

Release Date: 5% September 2026
Impact: HIGH
TLP: CLEAR

The Department of Communications and Digital Transformation (DCDT) through CERT Vanuatu
(CERTVU), provides the following advisory.

This alert is relevant to Organizations, System/Network administrators, and general users of
Windows 11 or Windows Server 2025. This alert is intended to be understood by both technical
users and systems administrators.

What is it?

CVE-2026-81963 is a high-severity, actively-exploited local privilege escalation vulnerability in the
Windows Update Stack, affecting Windows 11 (versions 23H2, 24H2, 25H2, and 26H1) and
Windows Server 2025. The flaw is an improper link-resolution ("link following") weakness in how
the Windows Update Stack resolves file paths, which an attacker who already has low-privileged
local access to a system can exploit to escalate their privileges to SYSTEM, the highest level of local
privilege on a Windows machine.

What are the systems affected?

The following version(s) are affected:

e Windows 11 versions 23H2, 24H2, 25H2, and 26H1 (see Microsoft’s Security Update Guide
for exact affected build ranges) - (Affected)
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Windows Server 2025 and Server Core installations (see Microsoft’s Security Update Guide
for exact affected build ranges) - (Affected)

Apply the September 2026 Windows security update, which provides a fixed build for every affected
version - (Not affected, patched)

What does this mean?

Typical attack flow:

1.

Obtain initial low-privileged local access to a Windows system
o This is a prerequisite for the vulnerability: the attacker must already have some form
of local access or code execution on the target, for example via phishing, a separate
vulnerability, or a compromised low-privileged account.

2. Exploit improper link resolution in the Windows Update Stack to escalate to SYSTEM

o The attacker abuses a flaw in how the Windows Update Stack resolves file paths and
links, tricking a privileged process into operating on an attacker-controlled file or link,
and gains SYSTEM-level privileges as a result.

Attack vectors:

Local access is required (CVSS AV:L) - this is not a remotely-exploitable flaw on its own,
but it is significant as a "second stage" in a broader attack chain, letting an attacker who has
already gained a foothold (via phishing, a separate remote vulnerability, or a compromised
account) escalate to full SYSTEM control.

No user interaction is required and only low privileges are needed to trigger it once local
access is achieved (CVSS PR:L/UIL:N). CERTVU confirms this vulnerability is being actively
exploited in the wild.

Successful exploitation may allow attackers to:

Gain full SYSTEM-level privileges on an affected Windows 11 or Windows Server 2025
system, effectively taking complete control of the device regardless of the privilege level of
the account initially compromised.

Disable security software, install further malware or persistence mechanisms, and access any
data on the system, since SYSTEM privileges exceed those of even a local administrator
account.

Mitigation process

CERTVU recommends the following:

1. Apply the September 2026 Windows security update without delay. This vulnerability is being
actively exploited

Apply the September 2026 cumulative security update to every affected Windows 11 (23H2,

24H2, 25H2, 26H1) and Windows Server 2025 system via Windows Update, WSUS, or your
organisation’s patch-management platform, and confirm the fixed build number has actually

been applied.
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2. Also apply the fix for the companion zero-day, CVE-2026-85880, patched in the same September
2026 update

3. Prioritise systems with lower baseline security hygiene
4. Audit for indicators of a broader compromise chain, not just this flaw in isolation
5. Maintain endpoint detection and response (EDR) coverage on all Windows endpoints

Report suspected compromise to CERTVU at incident@cert.gov.vu or on telephone (678) 33380.

Reference

1. https://www.cve.org/CVERecord?id=CVE-2026-81963
2. https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-81963
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